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1. Oo01UIHMe MOJI0KEeHHA

Hacrosmas [lonutnka o6paboTK! U 32T
TePCOHANBHBIX JaHHBIX (nanee -
«IlonuTHKa») olepaTopa IEepPCOHANBHBIX
maHHeX — OOmecTBa € OrpaHMYEHHOHN
oreercTBenHOCThIO «MIICEH» (mamee —
«KoMnanusny»), MECTO HaXOXIeHHA:
Poccuiickas Denepauns, 109147, r. Mocksa,
BH. Tep. T. MYHUIUNAIbHBIH  OKpYyr
Taranckuii, yn. Taranckas, 1. 17-23, atax 2,
nomenienve I, komaaTer 16, 18, 18a, 186, 188,
19-27, 30-36, 36a, 38, 39a, 390, 39,
OTIpeZieNIAeT OCHOBHBIE TIPHHIIMIILI, TOPANOK
H ycrmoBus 00pabOTKH  NEPCOHAILHBIX
JaHabIx (masiee — «I[dn»), TpeGoBaHHS K
samrare ‘T1/{H, a Taxke OCHOBHBIE TpaBa W
obsizaHHOCTH cyObexToB T1J[H M omeparopa
ITn.

Hacrosmas TTonmaTHka SBIAETCS OCHOBHBIM
PYKOBOZSIIMM JIOKAJABHBIM HOPMATHBHBIM
AKTOM KomMmanumn, Olpe e ISIOILLUM
TpeOOBaHHS B OTHOLIEHHU OOpabOTKH H
3amute! [TJ1H.

[puHuuns 06padoTKN NEPCOHATBHBIX
AAHHBIX

Komnanueit
COOTBETCTBHH  C

O6paboTka | B
OCYMIECTBISETCS B

1.1.

1.2,

2.1.

1. General provisions

This Policy for the processing and protection
of personal data (the “Policy”) drafted by the
personal data operator, i.e. Limited Liability
Company IPSEN (the “Company”) at:
Russia, 109147, Moscow, int. territ. city
municipal district Taganskiy, Taganskaya
street, 17-23, 2nd floor, office 1, rooms 16,
18, 18a, 18b, 18v, 19-27, 30-36, 36a, 38, 393,
39b, 39v, defines the basic principles,
procedure and conditions for processing
personal data (the “PD”), the requirements for
protecting the PD and the main rules and
obligations of personal data subjects and of
the PD operator.

This Policy is the Company’s principal
internal guide that defines the requirements
for processing and protecting the PD.

Principles of processing personal data

The Company processes the PD in



3.1.

NpHHIHUITAMA:

3aKOHHOCTH ¥ CHpaBeIJIMBOCTH Leleld u
crioco6or o6padotku I111H;

orpanmgeHns o6pabotku I1/{H nocTIKeHrEM
KOHKDETHBIX, 3apaHee OIpelelNeHHbIX |
3aKOHHBIX LICNIEH;

Helomymenns oObeAnHeHns 6a3 JaHHBIX,
cogepxxammx I1/Ig, o6paboTKa KOTOPBIX
OCYUIECTBIIIETCS B LENAX, HECOBMECTHMBIX
MeXIy coboii;

COOTBETCTBH 00beMa H  COREpKaHHA
obpabateiBaeMbix I1J[H mensM o6paboTku

IT/TH;

HepomycTuMocTH ob6pabotku I1/1H, xoTopas
MOXeT ObITh HECOBMECTHMA ¢ TieiisMu cOopa

I,

obecrieueHHs tounoctd  [1[H, HX
JOCTAaTOYHOCTH, @ B HEOOXOAUMEBIX CIydasx
aktyameHocTH [IJlH 1 wened  mx
00paboTKy;

xpaenns I1[JH B dopme, MO3BOISIOMEH
omnpenenuts cyobekTa I1/1H, He Aoiblle, YeM
atoro TpebyroT uenu obpaborku [1/11.

Henn 06paGoTKH MEPCOHATBHBIX TAHHBIX

Kommnanus ocymectenser o6padorky I1JIH B
CILENYIOLIMX LIEIISIX:

HCTIONHEHUA NIpaB U O0A3aHHOCTEH CTOPOH
TPYIOBBIX OTHOLICHHIHA,

HHPOPMALIMOHHOIO O0ecleueHns TPYAOBOM
JeaTeNHHOCTH paloTHHKA;

obecriedeHrs] OpraHU3allil W pPeanu3alud
€AMHBIX BHYTPHIPYIIIOBBIX OusHec-
nponeccoB Tpymrbl komnaauit MTICEH B
OTHOIICHHH pabOTHHKOB,

OpTaHu3alin MapKeTHHT OBBIX ]
COLIMAIBHBIX AKTUBHOCTEH pabOTHUKOB;

paccMOTpeHus BO3MOKHOCTH
TPYIOyCTpPOHCTBA KAHAWIATOB;

3.1

accordance with the following principles:

purposes and methods for processing the PD
are legitimate and fair;

processing of the PD is limited to achieving
specific and lawful purposes set in advance;

it is not permitted to combine the databases
which contain the PD processed for mutually
incompatible purposes;

the volume and content of the processed PD
correspond to the purposes for processing the
PD;

it is not permitted to process the PD where
such processing is incompatible with the
purposes for which the PD was collected;

it must be ensured that the PD is accurate,
sufficient and, where necessary, updated for
the purposes of processing the PD;

the PD is stored in a format allowing for a
personal data subject to be determined but not
for a longer period than required for the
purposes of processing the PD.

Purposes of processing personal data

The Company processes the PD for the
following purposes:

to ensure performance of rights and
obligations by the parties to employment
relationships;

to ensure information
employee’s labour activity;

support of an

to ensure that unified internal business
processes are arranged and implemented with
respect to employees within the IPSEN
Group;

to organize the employees’ marketing and
social activities;

to consider the possibility of employment of
candidates;



OCYILECTBIICHHS! H BBITIOJTHEHHS
BO3MOKEHHBIX 3aKOHOHATENHCTBOM PO n
MEKAYHApOAHBIMU  AoroBopamMu PO Ha
pabGoromatens GyHKUHM, NOMHOMOYMM H
00S3aHHOCTEH B OTHOLIEHUH POACTBEHHUKOB
pabOTHHKOB,;

npeaocTaBICHUA POACTBEHHHKAM
paﬁOTHHKOB JIBI'OT W KOMIICHCALHIA;

oopmiieHHsT MHTPAIIAOHHBIX M BBIE3THBIX
MOKYMEHTOB AN BHe3na 3a pybex wid
Bbe3na Ha Teppuropmio  Poccuiickoit
Oenepanny, conefiCTBHsS B BBINOJTHEHUU

HHBIX TpeOoBaHHH MHTPALHOHHOTO
3aKOHOJATENHCTBA POZICTBEHHHKAMH
pabOTHHKOB;

CBA3H B 3KCTPEHHBIX CUTYaLMAX C
PpOACTBEHHNKaMH paGOTHI/IKOB;

OpraHU3alii KOPIIOPATHBHBIX MGpOle/IHTI/Iﬁ
B OTHOIICHHM POICTBCHHHUKOB pa60THHKOB,
BKITIOUadA NPEAOCTABICHHUE IIOJAAPKOB ACTAM;

OCYILECTBIIEHHSA " BBHITTOTTHEHHS
BO3JIOKEHHBIX 33aKOHOAATEeNbCTBOM PO u
MEXIYHapOAHEIMH Joroeopamn PO Ha
omeparopa  QyHKuUMH, nogHoMouMid U
o0s3aHHOCTel B OTHOWIEHHWH JINL, BXOOALIHX
B Opramel  ynpaejleHds, W  JIHL,
YCTaHaBJIUBAOIIAX (OCylIECTRIISIOIINX)
KOHTPOITH B OTHOLIEHHHN KOMIAaHHH;

B3aMMOJCHCTBUAS B paMKax  TPYINIEI
KOMNaHUH B  OTHOWIEHUH pPabOTHHUKOB
IPyIIbL KOMOAHHH,

3aKJIIOUCHHA, HW3MCHCHHA (B TOM YHCIIC
l'[pO}.'[J'IeHI/Iﬂ) U HCIOJIHEHWA JOroBOpoOB C
KITHECHTaMK1 il KOHTparcHtaMmn -
IOPHAUIECCKUMHY JIMHAMU;

BCIACHUA  NICPETOBOPOB, 3aKIKYEHHA WU
HCIIOJTHEHHA JOrOBOPOB ¢ KOHTpArcHTaMu —
(I)I/I3I/I‘ICCKI/IMI/I JTHIaMH,

KOMMYHUKallUH B B3aUMOIEHCTBHSA C
Cy6’BeKTOM nepcoHaIbHbIX JAaHHBIX,
ABJAOMAMCA MCAHUIHHCKHAM CICITHAJIIMCTOM;,

OPraHW3alMH W/HIM TPOBEINEHUS Hay4HbBIX
MEPOTIPHATHH, uHGPOPMAIHTOHHBIX
meponpuatuii MIICEH, ceMuHapos, JeKIIHid,

to perform the functions and assume powers
and obligations imposed on the employer
with respect to the employees’ relatives by
Russian legislation and international treaties
to which Russia is a party;

to provide benefits and allowances, including
insurance to the employees’ relatives;

to issue migration and travel documents to
travel abroad or enter into the Russian
Federation, assist the employees’ relatives
with fulfilling other requirements of
migration legislation;

to contact the employees’ relatives in case of
emergencies;

to organize corporatc events for the
employees’ relatives, including giving gifts
to children;

to perform the functions and assume powers
and obligations imposed on the operator by
Russian legislation and international treaties
to which Russia is a party with respect to the
persons who are members of the company’s
governing bodies and persons (entities)
establishing (exercising) control over the
company;

to interact within the group of companies
with respect to the employees of the group of
companies;

to conclude, amend (as well as extend) and
perform  contracts with clients and
contracting parties that are legal entities;

to negotiate, conclude and perform contracts
with contracting parties that are individuals;

to communicate and interact with the
personal data subject who is a medical expert;

to organize and/or hold scientific events,
IPSEN information events, seminars,
lectures, publication of articles and materials
for healthcare professionals;



MyONAKAIWKE CcTaredl W MaTepHAIOB It
CIELUATUCTOB 3PaBOOXPAHEHAS;

HampaBJieHHsl 3alpocOB O IOTEHLMAIBHOM
COTPYIHHIECTRE (ycmyru KOL)
CTIELIHANICTAM 3/]PaBOOXPAHEHHS;

obecrieueHus (anMMHKCTpaTUBHOM
NOIIEPKKH) 3aTlloHeHHst W o6paboTku
sanpamupaembix  IICEH  nokymeHTOB
CIIELIMAIMCTOB 31PaBOOXPAHEHMUS;

B3aHMOJIEIiCTBH c cyOBeKkToM
TMEPCOHANBHEIX ~ MaHHBIX IO  BOIPOCAM
KJIMHUYECKAX HCCIeO0BaHnll B OTHOIIEHHH
CTIEITHATHCTOR 3APaBOOXPAHEHNUS,

00paboTKA 3allpocOB Ha NPENOCTABICHHE
MeauiuHcKoll nHdopMali B OTHOIIEHHH
CIELHMANTICTOR 3/IPAaBOOXPAHEHHS;

B3aUMOJIeiCTRYSA c CyOBEKTOM
NEPCOHIbHBIX  JAHHBIX MO  BOIPOCAM
packpbITH WH(POPMAIMKY O MEAHLMHCKUX
CHeLHanucTax B COOTBETCTBHU c
TNPAMEHAMBIM ~ 3aKOHOJATENbCTBOM u
peryIMpOBaHUEM (BrMIOYAs
CaMOpETyJHPOBAaHKUE), B TOM 4UCIE B
coorercTBUM ¢ KozmexcoM namnexamei
MPaKTUKH ACCOLMALIMH  MEX1YHApOIHBIX
(hapMaLeBTUYECKHX nipon3BoauTeNneit
(AIPM) B OTHOIIEHHMHM CHEHHAJIHUCTOB
3[]PaBOOXPAHECHUS;

(GOpMHpPOBaHHS CHPABOYHHMKA Bpadel I
pa3MenieHHs Ha COOTBETCTBYIOIIEM BeD-
caiilte B  OTHONICHWH  CHEIWAITHCTOB
37IPaBOOXPaHEHHS;

oOpaboTkn oOpameHuii morpeburened u
penopTepoB;

WCTONHEeHNs  TpeOOBaHMIl MOHWUTOPHHTA
s¢pdekTHBHOCTH H 6e30nacHOCTH
JIEKApCTBEHHbIX CPEICTB, B  YaCTHOCTH
Qapmakonagzopa (B TOM 4HCIE IO
obpabotke oOpamennii ¢ mH(poOpMalHed 10
6€30IacHOCTH ~ TPONYKTOB,  NOOOYHBIX
JEHCTBIAX ¥ HEKENaTeNbHBIX peakumsx) B
OTHOIIECHHUH MOTpeduTeneii U penopTepos;

TIPOBEICHUS MEPONpUATHH M obecredeHud
V9acTHS B HUX CyOBEKTOB MEPCOHAIBHBIX
JIAHHBIX B OTHOLIEHMM  [OCETUTENEH
MEepOTIPUATHIL;

to send requests for potential cooperation
(KOL services) to healthcare professionals;

to provide (administrative support) filling and
processing of healthcare professionals’
documents requested by IPSEN;

to interact with the subject of personal data on
issues of clinical trials with respect to
healthcare professionals;

to process requests for the provision of
medical information with respect to
healthcare professionals;

to interact with the subject of personal data on
the disclosure of information about medical
professionals in accordance with applicable
law and regulation (including self-
regulation), including in accordance with the
Code of Good Practice of the Association of
International Pharmaceutical Manufacturers
(AIPM) with respect to healthcare
professionals;

to compile a physician directory to be posted
on the relevant website with respect to
healthcare professionals;

to handle consumer or reporter applications;

to comply with the requirements for
monitoring  efficiency and ' safety of
medicines, specifically Pharmacovigilance
requirements (including when complaints are
handled regarding the safety of products,
side-effects and adverse drug reaction) with
respect to consumers and reporters;

to hold events and ensure that personal data
subjects participate in such events with
respect to visitors of events;



4.1.

4.

MOATOTOBKH IPE3¢HTALHOHHEBIX MaTepHasioB
JUIs MEPOTIPUATHI,

OCYIICCTBIICHHA M BBIIIOJIHCHUS (I)yHKHIIﬁ,

MONHOMOYHH " obs3aHHOCTEH,
BO3JIOKEHHBIX HA omnepaTopa
3aKOHOJATETbCTBOM Poccniickoit
Denepalui H MeKIyHapOIHBIMH

noropopamu Poccuiickoii ®epepaumn B
paMKax MEpOLIPUATHIT KOHTPONS,

CornacoBaHHs, 3aKIIOYEHHS W MCTIONHEHUS
JIOTOBOPOB  BHYTPHUTPYNIIOBOH CEPBUCHOM
MO IEePKKY;

KOMMyHHKaHI/I}I M B3aUMOJEHCTBHE ¢
AAMHUHUCTPATHBHBIM JIMIIOM

TIpemocrapnenne ¢yHKLUUOHAaNa calita u
MPHJIOKEHHS B COOTBETCTBHH C YCIOBHAMH
HCTIONB30BAHNS,

Ocy1iecTRICHHE H BEITIOJIHEHHE
BO3JIOKEHHBIX 3aKOHONATENsCTROM PO H
MEeKAYHAPONHBIMH  Joropopamu PO B
OTHOWIEHNH ydacTHUKOB JTTI;

VyactHe B MEPONPUATHAX, IIPOBOJAUMBIX
Oa1aroTBOpUTENHEHBIMY (DOHIAMH;

O6ecneyenue 0011eCTBEHHOM 0€30MacHOCTH,
MpenynpeskAeHHS BO3MOHBIX
TIPOTHBONIPABHBIX AEHCTBUII B OTHOLUEHUH
paboTHHKOB W TPETBUX MHI, HAXOMALIAXCS
Ha tepputopuu MIICEH, cobnronenus npas
H  3aKOHHBIX  HMHTEPECOB  CyOBEKTOB
MEPCOHANBHBIX ~ OAHHBIX,  ONHOKPAaTHO
nocewatomux tepputopimo MIICEH.

IIpaBoBbIe ocHOBaHAA 00pPadOTKH
NePCOHATBHBIX JAHHBIX

IIpaBoBpIMH OCHOBaHMSAMH AJIST 0OpaGOTKH
[1]IH sBASTOTCA, B TOM YHCTIE:

I'paxpanckuii Poccuiickoii
Oenepanni;

KOOEKC

Tpyznoso#i koaekc Poccuiickoli Penepaiinm;

Harnorossrii Poccuiickoit

®enepauyy;

KOIIEKC

4.1.

preparation of presentation materials for
events,

implementation and performance of the
functions, powers and duties assigned to the
operator by the legislation of the Russian
Federation and international treaties of the
Russian Federation as part of control
measures;

Coordination, conclusion and execution of
intra-group service support agreements;

Communication and interaction with an

administrative person;

Provision of website and application
functionality in accordance with the terms of
use;

Implementation and fulfillment of the
obligations imposed by the legislation of the
Russian Federation and international treaties
of the Russian Federation in relation to
participants in an accident,

Participation in events held by charitable
foundations;

Ensuring public safety, preventing possible
illegal actions against employees and third
parties located on the territory of IPSEN,
respecting the rights and legitimate interests
of personal data subjects who visit the
territory of IPSEN once

Legal grounds for processing personal
data

The following, among others, constitute the
legal grounds for processing the PD:

the Russian Civil Code;

the Russian Labour Code;

the Russian Tax Code;



DenepanbHsiif 3ak0H oT 15.12.2001 Ne 167-
®3 «0O06 o0g3aTeIbHOM  II€HCHOHHOM
cTpaxoBaHuy B Poccuiickoil Denepanuny;

DenepanbHbiii 3akoH ot 24.07.1998 Ne 125-
®3 «O6 o0g3aTebHOM  COLMAJIBHOM
CTpaxoBaHWM OT HECYAacTHBIX CIyJacB Ha
TIPOU3BOICTBE H npodeCCHOHATHEHBIX
3a0071eBaHU»;

®enepanpablii 3aKk0H 0T 29.12.2006 Ne 255-
®3 «O0 o0A3aTeN HOM  COIMANbHOM
CTpaxOBaHMM HA  CIydall  BpPEeMEHHOH
HETPYMOCHOCOOHOCTH W B CBA3M  C
MaTE€PUHCTBOMY;

®enepanpHelii 3akoH oT 25.04.2002 Ne 40-
O3 «O6 ob0g3aTenbHOM  CTpaXOBaHHH
rPaXAaHCKOM OTBETCTBEHHOCTH BIAJENBIIEB
TPAHCIIOPTHBIX CPEZICTRY;

MdenepansHbIit 3akoH ot 25.07.2002 Ne 115-
@3 «O nNpaBOBOM I0/0KEHMH HHOCTPAHHBIX
rpaxaaH B Poccutickoii ®enepanum»,

denepancHbit 3akor o 18.07.2006 Ne 109-
@03 «O MUrpauOHHOM yYeTe HHOCTPAHHBIX
rpakaad u JHn  6e3 TpakOoaHCTBA B
Poccwuiickoit ®enepanyny;

®enepansHbiii 3akoH oT 06.04.2011 Ne 63-
O3 «OO6 HNeKTPOHHOI OAIHCH;

depepansubiil 3akod or 01.04.1996 Ne 27-
O3 «0O06 VHONBHIYAIHHOM
(nepcoHUUITIPOBAHHOM) YUeTe B CHCTEME
0053aTeTBHOTO TICHCHOHHOT'C CTPAXOBAHUAY;

Oenepanbheiii 3akoH oT 28.03.1998 Ne 53-
O3 «O BouHCKOH 00S3aHHOCTH M BOEHHOI
ciryx6e»;

«OCHOBEI 3aKOHOMATENLCTBA PoccHiicKoit
®enepanun o Hotaprare» oT 11.02.1993 Ne
4462-1;

3akon P® or 19.04.1991 Ne 1032-1 «O
3aHATOCTM Haceaenuss B Poccuiickoit
GQenepanuuy,

Oenepanbasiii 3akoH oT 28.12.2013 Ne 426-
O3 «O cneudaNbHOM OLECHKE YCIOBHI

Tpyna»;

Federal Law No. 135-FZ “On compulsory
pension insurance in the Russian Federation”
dated 15 December 2001;

Federal law No. 125-FZ “On compulsory
social insurance against workplace accidents
and occupational diseases” dated 24 July
1998;

Federal Law “On compulsory social
insurance against temporary incapacity for
work and in connection with maternity leave”
dated 29 December 2006;

Federal Law No. 40-FZ "On Compulsory
Insurance of Civil Liability of vehicle
Owners" dated 25 April 2002;

Federal Law No. 115-FZ “On the legal status
of foreign nationals in the Russian
Federation” dated 25 July 2002;

Federal Law No. 109-FZ “On registering
foreign nationals and stateless persons with
migration authorities in the Russian
Federation™ dated 18 July 2006;

Federal Law No. 174-FZ “On electronic
signature” dated 6 April 2011;

Federal Law No. 27-FZ “On individual
(personified)  record-keeping in  the
compulsory pension insurance system” dated
1 April 1996;

Federal Law No. 53-FZ “On military duty
and military service” dated 28 March 1998;

No. 4462-1 “The Fundamental Principles of
the Legislation of the Russian Federation on
Notaries” dated 11 February 1993;

Russian Law No. 1032-1 “On employment in
the Russian Federation™ dated 19 April 1991;

Federal Law No. 426-FZ “On special
assessment of working conditions” dated 28
December 2013;



Oenepanbueiit 3akoH oT 12.04.2010 Ne 61-
®3 «O6 oOpamieHHd  IEKapCTBEHHBIX
CpPeNICTBY;

3akoH PO or 07.02.1992 Ne 2300-1 «O
3aMIHTe TIPaR NMOTpeduTeneih»;

Oenepanpubiit 3akoH o1 24.11.1995 Ne 181-
d3 «O colmansHON 3allliTe HMHBAJIMAOB B
Poccuiickoii ©enepaliuny;

®enepanbaplii 3akon ot (07.08.2001 Ne 115-
@3 «O mnpoTHBOAEHCTBUH JIeraau3allHe
(OTMBIBaHMIO) JIOXOJIOB, MOy YEHHBIX
MPECTYIIHBIM TIyTeM, W (HHAHCHPOBAHHIO
Teppopr3Ma;

DenepanbHblit 3akoH oT 06.03.2006 Ne 35-
@3 «O IpOTHBOAEHCTBIN TEPPOPH3MY»;

OenepanbHelit 3akoH oT 08.02.1998 Ne 14-
@3 "O0 ofmectBax ¢ OrpaHHYEeHHOH
OTBETCTBEHHOCTEH";

OenepanbHelif 3akoH oT 26.12.2008 Ne 294-
@3 "O 3amuTe NpaB HOPUIMYECKHX JIHL H
MHAMBUIYAIGHBIX TpeANpuHUMaTeneil mnpu
OCYILUECTBIEHUH rOCYapCTBEHHOTO
KOHTpOJIA (Haa3opa) W MYHHLIHNAIBHOTO
KOHTpons";

®denepanbHeli 3akoH oT 31.07.2020 Ne 248-
®3 "O rocymapCTBEHHOM  KOHTpOJIE
(Ham3ope) U MYHUIUNMAIBHOM KOHTPOJE B
Poccuitckoit @enepanun”;

IMpukas PoczapapHanzopa oT 15.02.2017 Ne
1071 "O6  yrteepxnenun  Ilopsaka
ocymiecTBIEH s (hapMaKoHan3opa';

Verap Komnanny;

lororopel, 3aKIH04aeMBble MeRAY | -
KomMnanueil u ee XOHTpareHTaMu,
JloroBop, BBITOIONIPHOOpPETATEIEM no

KOTOPOMY SIBJISIeTCST CyOReKT MepCOHANBHBIX
JIAHHEIX;

JloroBopsl, 3akmouaeMeie ¢ CyOBeKTamu
0 {:H

Cornacus cyOonexToB [1JH Ha oOpabotky
I1Iu paboOTHHUKOR, KaHIHJATOB,
peKoMeHIaTenn KaHIWJATOB,

Federal Law No. 61-FZ “On the circulation
of medicines” dated 12 April 2010;

Russian Law No. 2300-1 “On the protection
of consumer rights” dated 7 February 1992;

Russian Federal Law No. 181-FZ "On social
protection of disabled persons in the Russian
Federation" of 24 November 1995;

Federal Law No. 115-FZ of 7 August 2001
“On combating legalisation (laundering) of
illegally gained income and financing of
terrorism’’;

Federal Law No. 35-FZ "On Countering
Terrorism" dated 06 March 2006;

Federal Law No. 14-FZ dated 08.02.1998
"On Limited Liability Companies™;

Federal Law No. 294-FZ of December 26,
2008 "On the Protection of the Rights of
Legal Entities and Individual Entrepreneurs
in the Exercise of State Control (Supervision)
and Municipal Control";

Federal Law No. 248-FZ of July 31, 2020
"On State Control (Supervision) and
Municipal Control in the Russian
Federation",;

Order of Roszdravnadzor No. 1071 dated
February 15, 2017 "On approval of the
Procedure for the implementation of
pharmacovigilance";

the Company’s charter;

Contracts concluded between the Company
and its contracting parties;

An agreement, the beneficiary of which is the
subject of personal data;

Contracts concluded with personal data
subjects;

Consents of personal data subjects for
processing of personal data of employees,
candidates, candidates  recommenders,

7



5.1

S.

POINCTBEHHHKOBR PabOTHUKOB, pabOTHHKOB

Irpynnsl KOMITaHMiA, npencTaBuTeNeH
KIIMEHTOB ¥ KOHTPareHTOB — FOPHAMYECKHX
JIYL,  KCHOJHHTENM 10  JOroBopaMm,
CHEeLAAIACTOB 3paBOOXPAHEHU,

norpebuTenedl W PpenoprepoB, NALUEHThI
(moTpebuteny), noceTuTeNIe MEPOIPUATHIA,
NpeJICTaBUTENH rOCYAapCTBEHHBIX "
MYHHIUIIATGHBIX ~ OPTaHoB,  (M3HYECKHe
JIMIA, YbH4 NaHHele KoMnanus oOpabaThiBacT
B paMKax BHYTPHTPYIIIOBOH CEpBUCHOM
nonaepxku Kazaxcrana.

O6pabaTsiBaeMble epCcOHANbLHbIE
AaHHbIe
B Komnarun obpaboTka s

OCYIIECTBIIIETCA B OTHOLIEHHM CHEAYHOLLMX
kateropuii cyobexTos I1J1H:

pabOTHUKOB;

KaH/1/aTOB;

pexoMeHaaTenH KaHIHIaToB;
POICTBEHHHKOB PAOOTHHUKOB;

7ML, BXOIAIIMX B OpraHbl YIPAaBjieHHA, W
T, yCTaHaBITHBAIOIIIX
(oCyIIEeCTBIAIONINX) KOHTPOJIb B OTHOLIEHHA
KOMIaHWH;

PpabOTHIKOB TPYIIIEI KOMITaHMIH;

npe;[craBmenei/‘I KJIMCHTOB M KOHTPArcHTORB
— FOPUIAAYCCKAX JIALL,

KOHTPareHTOR — (GU3MIECKUX JINL];
VCIIOJHUTEIH TI0 AOTOBOPaM;
CIICIUAJIMCTOB 3PABOOXPAHEHNS,
rorpebuTenel U penopTepos;
TALMEeHTHI (TIOTpeduTeNn);
TIOCETUTENIEH MEPOIIPUATHIA,

TIpEACTaBUTENHN rocy 1apCTBEHHbIX n
MYHHLHMIOAJNBHBIX OPraHOB;

A,[IMI/IHHCTpaTI/IBHLIe JIAna,

5.1.

relatives of employees, employees of the
group of companies, representatives of
clients and contracting parties that are legal
entities, executors under contracts, healthcare
professionals, patients (consumers), patients
(consumers),visitors of events,
representatives of state and municipal bodies,
individuals whose data the Company
processes as part of the intra-group service
support of Kazakhstan.

5. Personal data being processed

The Company processes the PD with respect
to the following personal data subjects:

employees;

candidates;

candidates recommenders;

relatives of employees;

persons that are members of management
bodies and persons establishing (exercising)
control over the company;

employees of the group of companies;

representatives of clients and contracting
parties that are legal entities;

contracting parties that are individuals;
executors under contracts;

healthcare professionals;

consumers and reporters;

patients (consumers);

visitors of events;

representatives of state and municipal bodies;

administrative persons;



5.2

6.1.

6.2.

6.3.

6.4.

(usnyeckue Jula, YsH AaHHble KomnaHus
obpabaThiBaeT B paMKax BHYTPHTPYIIOBO#
cepBHcHOI nonnepxkn Kazaxcrana,

TlonrzoBarenu MHTEPHET-CaliToB,
aIMUHACTpHpYeMbIX KoMnaHueii;

Yyactuuku OTTT;
Tomomneunble GAaroTBOPUTEIBHOTO (OHAA;
ITocerntenn.

Comepxannie u obsem IIJIH  kaxmoi
kareropu cyowsexktoB [1/ln ompenensercs
HeOOXOMHMOCTBI0 TOCTIKEHUS KOHKPETHBIX
meneit ux o00paboTkH, HEOOXOIUMOCTBIO
KoMmanum peann3oBaTh CBOM IpaBa U
00513aHHOCTH, a TaK)Ke NpaBa U 00A3aHHOCTH
COOTBETCTRYIOMIEro cyOhekTa I1J1H.

6. Nopsanok u ycaoBHst 06paboTKH
NMEPCOHANBHBIX JAHHBIX

O06pabotka Komnanueii =
OCyIIecTBAsIeTCd TMyTeM cOopa, 3alucH,
CHCTEMATU3allly, HAKOIUIEHUs, XpaHeH:s,
yrouneHus  (OOGHOBNEHHS,  HM3MEHEHHM:),
W3BNEUEHHS, MCOONb30BaHUA, TEpe/adn
(pacnpocrpaHeHHs, TIPEIOCTABIECHNUS,
JlocTyTIa), OJIOKHpOBaHNA, yaaJlenus,

yHuutoxKenus I1/1H.

Ob6padotka [1J[H ocyuecTBisercs IMyTeM
CMeIIaHHOM (Kak aBTOMaTH3HPOBAHHOM, Tak
H HEaBTOMAaTW3MPOBaHHOH) 00paboTKH, B
TOM YHCIIE C HCIOJIb30BAHMEM BHYTpeHHEH
KOPTIOPaTHBHOM ceTH U cetH MHTepHer.

HctounnkoM nHbpopmauuu odo Beex 11[n
sBNseTCS HemocpencTBeHHO cyOmvekt ITJH.
Ecmm HHOE He YCTaHOBIIEHO
3aKOHOJATENLCTBOM Poccuiickoit
Oeneparyy, KoMmaaus BOpaBe IOJIyuarh
IIdu cybbekra IIJIn OT TpeTBHX 1L, HO
cy6wexT [1JIH momkeH OBITH YBeAOMIIEH 00
3TOM.

KommaHus MOXKET OCyWIECTBIIATH Iepenady
11 cyOpextoB IIJIH TpereuM JHIAM,
BKJIIOYAs TpaHCrpaHHuHylo nepemady [1J1H
Ha TEPPUTOPHH HHOCTPAHHBIX TOCYAApPCTB, B
TOM  YHCIe, He  Oo0ecleuHBaloNMINX
aZIeKBaTHYIO 3a1uTy mpaB cyosextos [1]1H,
TpH  YCIOBHM cOONIoneHHs TpeOOBaHMH,

5.2.

6.1.

6.2.

6.3.

6.4.

individuals whose data the Company
processes as part of the intra-group service
support of Kazakhstan;

Users of Internet sites administered by the
Company;

Participants of the accident;
Wards of the charitable foundation;
Visitors;

The content and volume of the PD of each of
the categories of personal data subjects are
determined by the need for achieving specific
purposes of processing such PD, for the
Company to implement its rights and
obligations, and the rights and obligations of
the corresponding personal data subject.

6. The procedure and conditions for
processing personal data

The Company processes the PD by
collecting, recording, systematising,
accumulating, storing, updating (renewing or
modifying), retrieving, using, transferring
(distributing, providing or accessing to),
blocking, deleting or destroying the PD.

PD is processed in a mixed manner (both
automatically and not automatically),
including with the use of an intranet and of
the Internet.

The source of all PD is a personal data
subject. Unless otherwise stipulated by
Russian legislation, the Company has the
right to obtain the PD of a personal data
subject from third parties; however, the
personal data subject must be notified to that
effect.

The Company has the right to transfer PD of
personal data subjects to third parties,
including transfer of such PD across the
border to foreign states, including to those
that do not ensure adequate protection of
rights of personal data subjects, provided that



6.5.

6.6.

MpeIyCMOTPEHHBIX 3aKOHOJATEIECTBOM
Poccuiickoli ®eneparnun.

Komnanus BopaBe nopyduth o00pabOTKy
IIIa gpyromy oy ¢ comjiacus
cootBeTcTBYtomero cybnekra I1H, ecim
MHOE HE TPeIyCcMOTpeHo (enepansHbmM
3aKOHOM, Ha OCHOBAHMM 3aKIFOUaEMOro C
3TAM JIMIIOM JOTOBOpa (TOpydYeHWs Ha
o6padotky I1/1H). Jlnno, ocylecTBAIOMES
obpaborky I1JlH no nopyuenuro, o0s3aHO
COOJFOAATE MPUHLIAIIEL K TIpaBuia o0paloTkn

ITn, IIPeoYCMOTPEHHEIE
3aKOHOJATEIFCTBOM Poccniickoii
Oenepanun, koHpuaesmmansHocTs  T1JIH,
TIpHHUMATD He0OX0IMMBIE MepBL,
HaNpaBJICHHBIC Ha olecrieyeHne
BEHITIOTTHEHHSA 00sA3aHHOCTEH,
IpeyCMOTPEHHBIX 3aKOHOMATEITECTBOM

Poccuiickoii Genepanyn.

B mopydenun ®a obpaborky I1Jm
Kommanweii ykaspiBatoTcs mepevess I1/1H,
nenn o6padOTKM M TiepedeHb AeicTBUi
(onepaimii) ¢ I1/lH, koTOpble MOTYT OBITEH
COBEPLIEHbI  JIMLOM, OCYLIECTBISFOIIM
00paboTKy I11n mno MOPYYEHHUIO,
YCTAHABJIMBAKOTCA €ro OO0fA3aHHOCTH 1O
cobmonienmio kKoH(puaeHImanmsHOocTH T110H,
TpeOOBaHMii, NMPeAyCMOTPEHHbIX 4YacTblo 5
cratel 18 m crateeit 18.1 dDexepamsHOrO
3akoHa ot 27.07.2006 Ne 152-®3 «O
TePCOHATHFHRIX JaHHBIX» (fanee — «3aK0R 0
MEePCOHANBHBIX JAHHBIXY),
MPEeNOCTaBICHUIO JOKYMEHTOB M HHOM
uadopMaLuY, NOATBEPKIAOIICH NpHHATHE
Mep W COOMoJeHHe B LENAX WCIONHEHH:
nopy4eHus oneparopa TpeOoRaHHiA,
YCTaHOBJEHHBIX B COOTBETCTBHU CO CTaTheil
6 3akoHa O IEpPCOHAIBHBIX [NAHHBIX [IO
sanpocy KoMmmaHuum B TedeHMe Cpoka
IelcTBUsL TMOpYYeHHs, B TOM UHCIE [0

obpabotkm  I1JlH, mno  obecneuyeHUro
6esonacroctd I1J[H npu ux obpabotke, a
TaKxKe TpeOOBaHUA K 3aLUTe

oOpabateiBaembix [1J[H B cOOTBETCTBHMH C
3aKOHOAATENHECTBOM Poccuiickoit
Menepanny, B ToM YHcrme TpeboBaHHE 00
yBemoMieHHHn KoMmmaHmMm O  CiIyvasx,
TpexycMOTpeHHBIX dacTeio 3.1 cratem 21
3aKoHa 0 MEPCOHATIBHBIX JaHHbIX.

6.5.

6.6.

the conditions stipulated by Russian

legislation have been met.

Unless otherwise stipulated by the federal
law, the Company has the right to delegate
processing of the PD to another person
subject to the consent of the relevant personal
data subject, under the contract (instruction to
process the PD) concluded with such person.
The person that processes the PD further to an
instruction must comply with the principles
and rules for processing PD as provided for
by Russian legislation, keep the PD
confidentiality and take required measures to
ensure that the obligations stipulated by
Russian legislation are met.

In the instruction to process the PD, the
Company will indicate the list of PD, the
purposes of the processing and the list of
actions with the PD the person who processes
the PD further to an instruction is entitled to
perform. It will also establish the obligations
of such person to keep the PD confidentiality,
comply with the requirements stipulated by
Article 18(5) and Article 18.1 of Federal Law
No. 152-FZ of 27 July 2006 “On Personal
Data” (hereinafter, the “Personal Data
Law”), provide documents and other
information that confirm taking measures and
complying with the requirements stipulated
by Article 6 of the Personal Data Law upon
the Company’s request and during the term of
the instruction (including the period before
the PD processing) for the purposes of
executing the operator’s instruction and
ensure the safety of the PD during their
processing, as well as the requirements for the
protection of processed PD under Russian
legislation, including the requirement to
notify the Company of the events stipulated
by Article 21(3.1) of the Personal Data Law.
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6.7.

6.8.

6.9.

6.10.

6.11.

7.1.

7.2.

7.3.

[lpu obpadorke I1/ln B Komnanun
co0MoAaroTcsl yCIoBHs, 00ecTevHBarolye
COXPaHHOCTE M KOH(HAeHIHansHOCTE T1/1H.

KoMnanus npeanpHHAMaeT HEOOXOIHMEIE
TeXHWIeCKHe ¥ OpraHH3allHOHHBIE MEphLl B
COOTBETCTBHH c 3aKOHO1aTENBCTBOM
Poccuiickoit ®enepaunu B obnactu ILJH ¢
Lenpto  obecneueHHs WX 3AUATEL  OT
HECAHKIIMOHHPOBAHHOTO JOCTyIIa,
W3MCHEHHUS, PACKPBITHS W Y HUYTOXKEHHS.

Pabotnnky KommaHuy, a Takxe UHbIE JAMLA,
moyduBIIAe Aoctyn k I1J1H, npuHHMaOT
00s13aTeNNBCTBA mno obecredeHunIo
KOH(QHIEHIHAILHOCTH ~ 00palaTbIBaeMBIX
[1n.

Xpanenue T1/lH ocymectsnsiercs B (hopMe,
TO3BONISIFOLIEH UIeHTU(ULIIPOBATE
cyObekra [1JH, HO He moIBIIe, YeM ITOTO
TpeOyIoT menu ux oOpaboTKH, ecnH MHOMH
CpPOK HE YCTAaHOBJICH 3aKOHOAATENLCTBOM
Poccuiickoli ®@enepalilii MIM OOTOBOPOM,
CTOpPOHOH KOTOpOTO,
BBITOZONPHOOPETATENEM HAU IOPYYUTEIEM
o KOTOpoMy sBnsieTcs cyOnekT [1/1H.

Yuanurokenue [1]lH mpowsBommTcs IOCHE
JNOCTIKEHMS TIenelt nx o6paboTkH, B Cily4ae
yTpaTel HEOOXOOMMOCTH B JOCTHXKEHHH
ueneit 06paboTKU UK 110 OKOHYAHWH CPOKa
XpaHEeHHA I s, YCTaHOBJIEHHOT'O
(demepaybHBIM 3aKOHOM HJIM  JIOTOBOPOM,
CTOPOHOI KOTOPOrO,
BRITOAONIPUOOpETATENEM WM [IOPYUHTENEM
10 KoTopoMmy saBisieTcs cyosexT IT/IH.

7. AKTyanu3auus, HCMIPABJICHHE H
YHUYTOKCHHE NMepPCOHATbHBIX JAHHBLIX

Kommnanus npeanpHHIMaeT pa3yMHBIE MEDEI
JUTS TIOZ/IepKaH s TOYHOCTH M AKTYAJIbHOCTH
obpabatpBaeMbix  IIJ[H, a Tamke HX
yIalleHus B Cy4asX, €CId OHH NPH3HAIOTCA
YCTapeBIIUMH,  HEJOCTOBEPHBIMH MM
W3JTUITHAMH, JTHOO eCIH JOCTUTHYTHI LIEIU
X 06paboTKy.

B cnyuae oOHapyxeHus (pakTta HETOUYHOCTH
NJIx vy HEeNpaBOMEPHOCTH HX 06paboTky,
Kommanus o6s13aHa IPOBECTH aKTyaIH3aIlI0
MM NPEKPaTHTh UX 00paboTKy.

O6paborka [1/1# npekpamaetes Komnanunei
B CHIEAYIONIEM TOPSIKe ¥ CPOKU (eC/IH HHOE

6.7.

6.8.

6.9.

6.10.

6.1

1.

7.1.

7.2.

7.3.

When it processes PD, the Company must
comply with the conditions securing safety
and confidentiality of the PD.

The Company will undertake all necessary
technical and organisational measures under
Russian legislation in the area of PD in order
to secure safety against unauthorised access,
modification, disclosure or destruction.

The Company’s employees and other persons
who were granted access to the PD will
assume obligations to ensure confidentiality
of the PD being processed.

The PD should be stored in a form which
allows the personal data subject to be
identified, but not for a longer period than
required for the purposes of processing the
PD, unless another period is set by Russian
legislation or a contract to or under which the
personal data subject is a party, beneficiary or
a guarantor.

The PD will be destroyed once the processing
purposes have been achieved if such purposes
are no longer needed to be achieved or after
the PD storage period expired as set by the
federal law or a contract to or under which the
personal data subject is a party, beneficiary or
a guarantor.

Updating, correcting and destroying
personal data

The Company will undertake reasonable
measures to maintain the PD accurate and
updated and to delete it if the PD is
recognised to be obsolete, inaccurate or
redundant, or if the purposes of processing
the PD have been achieved.

If it is discovered that the PD is inaccurate or
its processing was illegal, the Company will
have to update the PD or cease processing
such PD.

The Company will cease to process the PD by
the following procedure and within the

11



HE [pelyCMOTPEHO 3aKOHOJATEIBCTBOM
Poccuiickoit Oenepaiyn):

TIPH BBISIBJICHUH HETIPaBOMEPHEIX JeHCTBHIA ¢
I[IJlH B CpoK, He IPEeBBIUAONMI Tpex
paboumx AHeil ¢ ATkl Takoro BBISBICHW,
Komnanus YyCTpaHseT JOIyLIICHHbBIE
HapymieHus. B ciygae HEBO3MOXHOCTH
YCTPaHEHHs  AOMYLIEHHbIX  HapyLICHHH
Kommannss B Ccpok, He NpeBHILIAIOINMIA
JeciaTh pabouux NHEH ¢ JaThl BBIABICHUS
HenpaBoMepHocTH  feficteuit ¢ 111,
yayutoxaer IJlu. OO0  ycrpanenmu
JNOMYMEHHBIX ~ HapymmeHuit wiu 00
yHuutoxxenuy 11/H KoMnanus ysegoMmser
cyOnexta I/l wWiH ero 3aKOHHOTO
TIPEeNICTABHTENS, a B CITyJae, €Ci 00palncHIe
und  3ampoc  OBUTM  HAaNpaBlIe€HBl B
YHOJHOMOYEHHBI Oprad MO 3alluTe IIpas
cy6nekros I1/IH, Takoke 3TOT Opras;

IpU JIOCTIKEHMH nenn obpaboTtku I1/1H
Komnanus mpekpainaer obpaGorky TIJJH n
VHHUTOXAET cooTBeTCTBYIomMeE [1/IH B CpoOK,
HE NpPEeBHINAIONME TpuauaTy JHel ¢ JaThel
JocTikeHns nenn oopaborku [1/1H;

npu or3biBe cyObexrom [1/lH cormacus Ha
obpabotky cBomx II[ln  Kommanus
npekpamnaer o0paborky I1/lH u yHHYTOXKAET
(3a uckmouenneM [1/1H, KOTOpEBIE XpaHATCS B
COOTBETCTBHH c JIeACTBYOIITIM
3akoHomarenscTBoM) IIJJH B Cpok, He
NpEeBbIMIAOIMHA TPHALATH AHEH C JarTel
TIOCTYIUIEHNS yKa3aHHOTO OT3bIBA;

nipu obpauienuu cyosekta [1/1H k Kommanun
¢ TpeboBaHueM O NpeKpallleHuH 00paboTKH
x, Kommanus mnpekpaimaer o0pabOTKy
NJIx u yanaroxaer [1J1H (3a HckImoUeHHEM
I, of6paboTka  KOTOPEIX  MOXKET
OCYHIECTBILITECA Oe3 cornacusa cyObekra
1114, a HAMEHHO B cIyqasx,
MIPeAyCMOTPEHHEIX TyHKTamu 2 - 11 gactu 1
CTatTbd 6, yacTeio 2 ctathll 10 ¥ dacThbio 2
crarsy 11 3akoHa 0 MepCOHANTEHAIX JAHHBIX)
B CPOK, He NPEeBBILAIMH JecaTH pabouux
JHeli ¢ AaThl MOTYyYeHUs] COOTBETCTBYIOIIETO
TpeGOBaHMS. YKa3aHHBIH CPOK MOXET OBITh
TIPOIUIEH, HO He OoJlee 4eM Ha IATh pabounx
IHel B ciiyyae HampapieHus Komnanued B
agpec cyOpekta II/IlH MOTHBHPOBaHHOIO
YBEOOMJIEHHSI €  YKA3aHMEM  NIPUYUH
TIPOIIEHNs Cpoka NpekpammeHus o6paboTka
u yauutoxenns I1/1H.

following timeframes (unless Russian
legislation provides otherwise):

if any unlawful actions with the PD are
revealed, the Company will rectify the
violations within the period not longer than 3
business days after such actions have been
revealed. If the Company does not rectify the
violations committed within the period not
longer than 10 business days after the day
when the illegal actions with the PD were
revealed, it will destroy the PD. The
Company will notify the personal data
subject or his/her legal representative of the
destruction of the PD, and, if an application
or request was forwarded to a competent
authority responsible for the protection of
rights of personal data subjects, notify the
competent authority as well;

once it achieves the purposes of processing
the PD, the Company will cease processing
and will destroy the relevant PD within the
period not longer than 30 days once the
purposes of processing the PD were
achieved;

if a personal data subject revokes his/her
consent to have his/her PD processed, the
Company will cease processing the PD and
destroy it (except for the PD that must be
stored under effective legislation) within the
period not longer than 30 days once the
relevant revocation has been received.

if a personal data subject demands that the
Company cease PD processing, the Company
will cease processing and destroy the relevant
PD (except for the PD that does not require
the PD subject’s consent for processing,
namely in the events provided for by
paragraphs 2-11 of Article 6(1), by Article
10(2) and Article 11(2) of the Personal Data
Law) within the period not longer than ten
business days once the relevant demand has
been received. This timeframe can be
extended but for no longer than five business
days if the Company serves a motivated
notice to the personal data subject, including
the reasons for the extension of the term to
cease PD processing and destroy such PD.
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7.4.

7.5.

8.1.

B cmywae  OTCYTCTBHS  BO3MOXKHOCTH
yHuyToxxkeHus IIJln B TeueHwe yKa3aHHBIX
CPOKOB Komnanus OCYIECTBIAET
GJIOKHpOBaHUE TaKuX I1/In nm

ofecrieunBaeT HX ONOKUpPOBAaHME H 3aTEM
obecreunBaeT yHuutoxkenue [171H B cpok He
6oJee yeM IecTh MECSLEB, eCIIH HHOH CPOK
HE YCTaHOBJIEH 3aKOHOJATENBCTBOM
Poccuiickoii ®enepannn.

VHuuroxkenuve [1JIH TOIDKHO TPOU3BOANTECH

crioco0oM, HCKIIOYaroIHM  JajibHeiuTyto
obpabotky Takux ILJIH.

IIpaBa 1 00s13aHHOCTH CY0LEKTOB
NePCOHANBHBIX JAHHBIX

Cy6pekt [1JJH nMeeT npaBo Ha [OIy4eHHE

nHpopMamny, Kacarolledica  obpaboTku
Kommanmeii ero IIJH, B TOM uucle
coaepxaule:

nonTeep:kAeHue ¢akra 0dopadboTku I1]1H;

HpaBOBLIe OCHOBaHHA U HCIH 06pa6on<n
IT1H;

nema u npumenseMole Kommanueii cnocoOsl
obpabotku I1]1H;

HaUMEHOBaHHE H
KoMnanuu, cBefeHHs o JHmax (3a
nckmodeHreM  paGoTtHnkoB  Komnanuu),
KoTopele HMeroT aoctyn kK [IJ[H  mim
KOTOPEIM MoryT ObITh packpeithi IIJIH Ha
OCHOBaHHH JoroBopa ¢ Kommnanuel Hian Ha
OCHOBaHWH (pe/iepanbHOTO 3aKOHa,

nepeueHb obpabareiBaempix [1/1H cyObekTa
[1/H, HCTOUHUK HX DONYUEHUs, eCIIH HHOH
TOPANOK TPEACTABICHUS TAKUX JAHHBIX HE
ApeiycMOTpPEH (efepalTbHBIM 3aKOHOM;

MCECTOHaxXOKICHHE

cpoku obpaboTkn [1J{H, B TOM YHCIE CPOKU
WX XpaHEHU;

TIOPSIZIOK OCYIIeCTBNIeHUs cyObexkroMm IIJH
npas, TIpeayCMOTPEHHBIX
3aK0HOAATENBCTBOM B 00nactu 11/1n;

nudopManiio 06 OCYLIECTBICHHOH MIH O
Ipeano/araeMoil TpaHCTpaHNyHOM Tlepeade

[ s,

7.4.

7.5.

8.1.

If it proves to be impossible to destroy the PD
within the above timeframes, the Company
will block the PD or arrange for such PD to
be blocked, and subsequently arrange for the
PD to be destroyed within no less than 6
months, unless Russian legislation provides
for a different term.

The PD must be destroyed in a manner that
rules out the possibility of such PD being
subsequently processed.

Rights and obligations of personal data
subjects

A personal data subject has a right to receive
information concerning the processing of
his/her PD by the Company, including the
information containing:

confirmation of the fact that the PD is
processed;

the legal grounds and purposes for processing
the PD;

the purposes and the methods the Company
uses to process the PD;

the name and location of the Company,
information about the persons (excluding the
Company’s employees) who have access to
the PD or about the persons to whom the PD
may be disclosed pursuant to a contract with
the Company or pursuant to a federal law;

the list of PD processed relating to the
personal data subject, and the source of the
PD if a federal law does not stipulate a
different procedure for providing such
personal data;

the timeframes for processing the PD,
including the storage time for it;

the procedure for the exercise of rights by the
personal data subject as provided for by PD
legislation;

information about the cross-border transfer of

PD which has been performed or which is
contemplated,;
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3.2.

8.3.

8.4.

8.5.

HarMeHOBaHue ((haMmImio, Ms, OTUECTBO) U
azipec NMHIA, OCYMECTBILIOMEro o0paboTKy
I mo mnopyueHuro KommnaHuu, ecim
obpaboTka mopydeHa Wwin OyAerT NopydeHa
TaKOMy JIHLLY;

wHPOPMALIMIO O CcHoco0ax MCMOJHEHU
Komnanuell o0s3aHHOCTEH, YCTAHOBIEHHBIX

cratheii 18.1 3akoHa O TIEPCOHAIBHBIX
JIAHHBIX;
UHBIE CBEJICHNS, MPEAYCMOTPEHHBIC

3aKOHOAATENHCTBOM B obmactu I1/[H.

Cy6pextr II/ln mnpaBe TpeGoBaTh oOT
Komnanum yrounenuss ero IIJ(H, Hx
ONOKMPORAHWA HITH YHHUTOKEHHS B ClIydae,

eciit  IIJJH  ABIAIOTCA  HENOJIHBIMH,
YCTApeBIIAMY, HETOUHBIMH, HE3aKOHHO
MOJTY YEHHBIMHI HIH HE ABIIIOTCA
HEeOOXOMUMBIMH O 3asBIICHHOH  1eJ1
06paboTKHy, a TAKKE T(PUHAMATH
MpeyCMOTPEHHBIE 3aKOHOM Mephl  II0

3aIIUTe CBOUX IIpaB.

Ecnu cy6sext [1/11 cuntaer, uyro Kommanns
ocymiecteisger obpaborky ero IlJla ¢
HapyLUIeHHEM TpeGoranuit
3aKOHOAATENBCTBA, CyObeKkT IIJIH BOpage
oOxkanosathk mdeficTBHS win  GesfeiicTBHe
KoMmaHuy B yHOIHOMOYEHHBIH OpraH 1o
samure mnpas  cyObekroB TIJ[v win B
cyz1eOHOM TIOpSIKE.

[TpaBo cy6sekra I1J]n Ha noctyn k ero I n
MOXeT ObITh OTpPaHMYEHO B COOTBETCTBHUHU C

denepanbHpIME  3akoHaMu  Poccuiickoit
Denepalyu.
Cy6next I1/1H obsa3aH:

NpemocTaBiaTh KoMIaHMM JOCTOBEPHBIE
[1H;

CBOeBpeMeHHO coobware Kommnanuu 06
M3MEeHEeHUsIX W JONoNHeHHAX cBonx 1] H;

OCYIIECTBJBITE CBOM TIPaBa B COOTBETCTBHH C
3aKOHOM, HWHBIMH HOPMAaTHBHBIMHA
NpPaBOBEIMH  aKTaMH W JIOKaJIbHBIMH
HOpMaTHBHbIMM  aktamMd Komnammm B
obmracti 00paboTkH # 3amuTs! [1]1H;
HCIIONHATH HHBIE 00s13aHHOCTH,
TperyCMOTpEeHHbIE 3aKOHOM,  WHBIMH
HOPDMAaTUBHBIMH TpPABOBHIMH  aKTaMH W
JOKaNbHBIMH ~ HOPMATHBHEIMH  aKTaMH
Komnanmu B obnactu o6paboTKy M 3alIHTHI
T 1H.

8.2,

8.3.

8.4.

8.5.

the full name and address of a person
processing the PD at the Company’s
instruction if such person is/will be instructed
to perform the processing;

information about the methods that the
Company uses to perform the obligations
stipulated by Article 18.1 of the Personal
Data Law;

other information for which the PD
legislation provides.

A data subject may demand that the Company
adjust his or her personal data, block or
destroy it if the personal data is incomplete,
obsolete, inaccurate, was received unlawfully
or is not necessary for the declared purpose of
processing, and also take any measures
provided for by legislation to protect his or
her rights.

If a personal data subject believes that the
Company processes his/her PD in violation of
the legislation, the personal data subject is
entitled to contest the Company’s actions or
inaction at the competent authority
responsible for protecting the rights of
personal data subjects or under a court
procedure.

The personal data subject’s right to access
his/her PD can be limited in accordance with
Russian federal laws.

A personal data subject is obliged:
to provide to the Company accurate PD;

to promptly inform the Company of any
changes or additions to his/her PD;

to exercise his/her rights in accordance with
the law and other regulations and by-laws of
the Company in the area of the processing and
protection of PD;

to perform any other obligations as provided
for by the law and other regulatory
instruments, and under internal regulatory
documents of the Company in the arca of the
processing and protection of PD.
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9.1.

9.2.

9.

IIpara u o6a3anHocTH Komnannu

Ilpyn  ocymecTBneHUH
Komnanus Bopage:

obpaborku  [1]n

yCTaHaBNHBaTh npaBuia oOpaborku I1/IH B
KoMnanun,  BHOCHTH  H3MEHEHHS  H
JIOTIONHEHHS B JIOKAJTbHBIE HOPMAaTHBHBIE
aKThl,  CamMOCTOATENHHO B PaMKax
TpeboBanmii 3aKOHOJATENBCTBRA
paspabareiBaTh W OPHMEHATE  (QOPMBI
JIOKyMEHTOB, HEOOXOIUMBIX Jis
HCTIoNHeHus oba3annocTel omnepatopa [1/1g;
OCYIIECTBILATh WHBIE npaBa,
NpeIyCMOTPeHHBIE  3aKOHOM, HHBIMHA
HOPMAaTHBHBLIMH TIPAaBOBBIMH ~ aKTaMH H
JOKaNbHBIMA ~ HOPMAaTHBHBIMH  aKTaMH
Komnauuu B obmacty 06paboTKN W 3aLHTHI
T1]TH.

Ilpu ocymecrenenun obpabotkn  T1JIH
Komnanus o6s3ana:

obecneynBarhb 00paboTKy T1dn
HUCKIIFOYUTENEHO B LENAX, U KOTOPBIX OBLI
ocyuectsieH coop I14H;

monyyats of cyObekra I1Jln cornacue Ha
obpaborky ero Il/lH, B TOM wWucne B
MUCEMEHHOH dbopMe, B CIyqasx,
YCTAHOBJIEHHBIX ~ 3aKOHOAATENBCTBOM, W
pazbsicHATE cyOBekTy I1JIH Iopuamgeckue
TIOCJIEACTBUS OTKa3a JaTh COTJIACHE HA MX
00paboTKy;

samumare [1JJH oT uX HEIpaBOMEPHOTO
UCIIONb30BAHNUS HIIH YTPATEI,

HU3MEHATh, OOCHOBIATE M YTOuHATE I1/IH
cyobekros I1]1H;

YBEOOMJIATh YNOJIHOMOUYEHHBIH Oprad Io
samuTe mpaB  cybpekrop  I1Jln 06
YCTAHOBJICHHH ()aKTa HENpaBOMEPHOH Win
ciyyaiiHo#t Tepenaud  (IIpeoCTaBICHHA,
pacnpoCTpaHeHus, JOCTYTIA) [1H,
MOBJIEKTIIelf HapyleHHe TIpaB CYOBLEKTOB
I1H, B CPOKH, YCTaHOBIICHHBIE
3aKOHONIATENILCTBOM Poccuniickoii
Oenepanuy;

obecneurBaTh B3aNMOJICHCTRHE c
TOCYJIapCTBEHHON CHCTEMOIl OOHapy keHus,
npeaynpexIeHus " JTHKBUAAIHH
TIOCJIEACTBUI  KOMIIBIOTEPHBIX  aTak
uHdopManmonHsie  pecypchl  Poccuiickoi
Oenepanuu, BKIKOYaT UHPOPMHPOBAHHE
VIOJIHOMOUEHHOIO OpraHa B o0JacTH
odecreueHus 6ezomacHocTH 0
KOMIBIOTEPHBIX HHIMACHTAX, ITOBIIEKIIMX
HENPaBOMEPHYIO nepejavy

Ha |

9.

9.1.

9.2.

Rights and obligations of the Company

When it processes the PD, the Company has
the right to:

within the framework of the statutory
requirements, establish rules for the
processing of PD in the Company, amend and
supplement the regulations, draw up and
implement by itself templates of documents
required to perform the obligations of an PD
operator,

exercise any other rights as provided for by
the law and other regulatory instruments, and
under internal regulatory documents of the
Company in the area of the processing and
protection of PD.

When it processes the PD, the Company is

oobliged to:

ensure processing of the PD solely for the
purposes for which the PD was collected;

obtain consent from a personal data subject to
the processing of his’her PD, including in
writing in cases established by legislation and
clarify to the personal data subject the legal
implications of his/her refusal to give consent
to such processing;

protect the PD from unlawful use or loss;

amend, renew and update the PD of personal
data subjects;

notify the authorized body responsible for
protecting personal data subjects’ rights of
any established fact when the PD were
unlawfully or unintentionally transferred
(provided, distributed or accessed), with such
transfer leading to the violation of the rights
of personal data subjects, within the
timeframe stipulated by Russian legislation;

ensure interaction with the state system for
detecting, preventing and eliminating
implications of computer attacks on Russian
information resources, including informing
the authorized body responsible for security
about computer incidents as a result of which
the PD were unlawfully transferred
(provided, distributed or accessed), in

15



10.1.

10.2.

(ipenocTaBneHue, pacnpocTpaHeHue,
noctyn) I/l B mopszake, ompeneneHHOM
VIIONIHOMOYEHHBIM OpraHoM B ofjacTu
obecrieyenns 0e30MacHOCTH;

HCTIONHATE HHEIE 0053aHHOCTH,
NPeayCMOTPEHHBIC 3aKOHONIATEIIECTBOM
Poccuiickoii Denepanpii M JTOKaIbLHBIMU
HOpDMAaTHBHEIMKH akTamMn KowmrmanHuH B
obmacty 06paboTku U 3awutsl [171H.

10. OrteeTnI HA 3aMIpOCHI CYOLCKTOB

NEPCOHAIBHLIX TAHHBIX

Komnanus mnpenoctaenser cyowvekty I1JIn
OTBET Ha 3aIIPOC O MOJiyYeHHN HPOPMALIIH,
kacaromielicas obpaborku ero II/lH, Ha
OCHOBAHUH COOTBETCTBYIOLIETO
MACEMEHHOTO 3aseNeHus cyonekra ITJ1H.

Anpec nna obpamenuii cy6bexToB I1/lH B
Komnanmuio no Bonpocam o6paGorku I1/1H:

109147, r. MockBa, BH. Tep. T.
MyHHMLMIAIbHb oxkpyr Taranckmi, yi
Taranckas, . 17-23, stax 2, nomemexHue 1,
KOMHarthI 16, 18, 18a, 186, 188, 19-27, 30-36,
36a, 38, 39a, 396, 398

10.

10.1.

10.2.

accordance with the procedure set by such
authorized body responsible for security;

perform any other obligations as provided for
by Russian legislation and internal regulatory
documents of the Company in the area of the
processing and protection of the PD.

Responses to the requests of personal data
subjects

The Company will reply to the personal data
subject to his/her inquiry regarding the
information related to the processing of
his/her PD based on the relevant written
application of the personal data subject.

Please find below the address for applications
of personal data subjects for the Company
regarding the processing of the PD:

109147, Moscow, int. territ. city municipal
district Taganskiy, Taganskaya street, 17-23,
2nd floor, office 1, rooms 16, 18, 18a, 18b,
18v, 19-27, 30-36, 36a, 38, 39a, 39b, 39v

16



